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CHANGES (SYSTEM OWNER AND MERCHANT)
Modify web.xml:

1. Add
<error-page>
<error-code>400</error-code>
<location>/cc_iam/WEB-INF/vm/400.vm</location>
</error-page>

<error-page>
<error-code>404</error-code>
<location>/cc_iam/WEB-INF/vm/404.vm</location>
</error-page>

<error-page>
<error-code>500</error-code>
<location>/cc_iam/WEB-INF/vm/500.vm</location>
</error-page>

2. Enable httpHeaderSecurity

3. Add hstsEnabled
<init-param>
<param-name>hstsEnabled</param-name>
<param-value>true</param-value>
 </init-param>

4. Enable filter-mapping httpHeaderSecurity

5. Add in session-config section
<cookie-config>
<http-only>true</http-only>
<secure>true</secure>
</cookie-config>

Reference: 
1. https://docs.bmc.com/docs/security/basic-tomcat-security-configuration-recommendations-924057229.html
2. https://eliarms.medium.com/how-to-implement-httponly-and-secure-cookie-in-web-servers-ebad20427b94
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HTTP Status 400 — Bad Request

BT Status Report
[[T=E=E Invalid URT: End of file (EOF)

[IYETIAOY The server cannot or will not process the request due to something that is perceived to be a client error (e.g., malformed request syntax, invalid request message framing, or deceptive request routing).

JApache Tomcat/ 7





image2.png
® HTTP Status 400 - Bad Request X +

CcC O A Not secure | https;//192.168.71.252:

B siverake il BBD i HF | 71.771BMConsole.. [l| MIBWeb Services || MerchantPortal il 18 [l 1BIBMConsole [l EB [l 71.121BM Console [l 71.185 IBM Console...

HTTP Status 400 — Bad Request

BT Status Report
[[T=E=E Invalid URT: End of file (EOF)

[IYETIAOY The server cannot or will not process the request due to something that is perceived to be a client error (e.g., malformed request syntax, invalid request message framing, or deceptive request routing).

fomeatVersionX _





