VELO Production Issue - Bug #22299

[External Audit Findings][Android] Weak Root Detection
29 July 2025 10:02 AM - yap chekying

Status: New Start date: 29 July 2025
Priority: Low Due date:

Assignee: Abdul Halim Baharom % Done: 0%
Category: Estimated time: 0.00 hour
Target version: Spent time: 0.00 hour
Description

Issue:

Rooting is the process of gaining administrative or privileged access to the Android OS. Without root detection, attackers or malware
may access sensitive information stored on the device.

Recommendation from pentester:
Developers should employ better methods to detect whether an app is running on a rooted device.

Please refer to attached excel for details.

History

#1 - 29 July 2025 10:03 AM - yap chekying
- Subject changed from [External Audit][Android] Android: Weak Root Detection to [External Audit][Android] Weak Root Detection

#2 - 29 July 2025 10:04 AM - yap chekying
- Subject changed from [External Audit][Android] Weak Root Detection to [External Audit Findings][Android] Weak Root Detection

#3 - 29 July 2025 10:17 AM - Hao Ter Tai

- Assignee changed from Hao Ter Tai to Abdul Halim Baharom

Files

Copy of Audit Findings - Silver lake - ver2.xlsx 5.15MB 29 July 2025 yap chekying
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